
Lacking internal resources and expertise, SMBs and Non-Profi t Organizations are easy targets of cyber-
attacks and security breaches. By building on robust hardware powered by Intel®, C3SA Cyber Security 
Audit Corporation has created an aff ordable enterprise-class security solution to prevent, detect, 
respond and recover from cyber threats and incidents.

Challenge:
• All too often, SMBs and Non-Profi t Organizations (NPOs) are focused on running their operations 

so security takes a back seat. Without in-house capability, organizations often fi nd themselves 
ill prepared or defenseless and having to do signifi cant damage control after a breach, if their 
business is resilient enough to survive the fallout.

Solution:
• Safeguarding Mission Critical Services. As a Canadian Managed Security Services Provider 

(MSSP) with a background in cyber risk and compliance consulting, C3SA Cyber Security 
Audit Corporation leverages the latest Intel® hardware, advanced processes and best-in-class 
expertise to deliver a comprehensive portfolio of professional and managed security services.

Impact:
• Improved processor performance in each new generation of Intel® Core™ i7 processors allows 

volumes of cyber threat and vulnerability-related data to be aggregated from multiple sources, 
processed and correlated to produce actionable security intelligence in days instead of weeks.

• Growth topping 300% requires scalability delivered by Dell servers featuring the Intel® Xeon® 
processor E3-1275 v3.

• Powered by the Intel® Xeon® processor D-1540, pfSense* fi rewalls easily handle complex 
algorithms to provide a fi rst line of defense to secure SMBs and NPOs against cyber threats and 
sophisticated attacks.

SMBs and NPOs often lack the 
budget and internal resources 

to safeguard sensitive 
information and mission 

critical services.

Process larger data sets 
as much as 30% faster 

than they fi ve years ago.

Cyber threats and inadequate security programs are making headlines worldwide and have become 
a signifi cant concern for large companies. They are also creating challenges for SMBs and Non-
Profi t Organizations (NPOs) who often lack the budget and internal resources to safeguard sensitive 
information and mission critical services.

With a team of less than 10 people, C3SA Cyber Security Audit Corporation (C3SA) provides smaller 
and mid-market organizations with the expertise and tools they need, but rarely have in house, to 
establish, monitor and manage security across their organizations.

“There has been a paradigm shift where in the past, addressing security was reactive such as after a 
cyber incident or conducting vulnerability testing after an application was built,” says Jarett Parent, CEO 
and Lead Consultant, C3SA. “In the last fi ve years, we have been witnessing an increase in SMBs and 
NPOs being more proactive where cyber security and incident response are concerned.”

And, with the proliferation of interconnected devices entering the workplace, Parent says the layers of 
security required by businesses are increasingly complex. By providing a full spectrum of prevention, 
detection, response and recovery services, C3SA is able to help organizations to protect their data, 
become more resilient to threats, and emerge stronger following a cyber incident.



“In today’s economy, 
we have to be 
lean, nimble and 
leverage the right 
technology to give 
us that advantage 
over the bigger 
players. That is why 
we go with the best 
hardware to be 
able to maximize 
our CPUs for 
crunching data.” 

Jarett Parent,
CEO and Lead Consultant 
C3SA

Delivering timely, actionable threat intelligence, 
conducting vulnerability assessments and 
penetration testing, as well as providing 
next-generation fi rewall and network security 
monitoring supported by a 24/7 Security 
Operations Centre (SOC), C3SA depends on 
a range of hardware from Apple and Dell 
laptops powered by the 6th Generation Intel® 
Core™ i7 family of processors and pfSense* 
fi rewall technology powered by the Intel® 
Xeon® processor D-1540, to its 24/7 SOC 
server infrastructure featuring the Intel® Xeon® 
processor E3-1275 v3.

“Our solution and security experts collect and 
distill reams of cyber threat and vulnerability 
related information, correlate attack data to 
respond and recover from cyber incidents in 
near real time. To do that, we need the best of 
the best hardware we can get our hands on,” 
says Parent.

“My marching orders have always been to get 
the best hardware to future-proof our business, 
while enabling effi  ciencies when we are in the 
fi eld or doing complex tasks. In today’s economy, 
we have to be lean, nimble and leverage the right 
technology to give us that advantage over the 
bigger players. That is why we go with the best 
hardware to be able to maximize our CPUs for 
crunching data.”

Pinpointing Problems

The C3SA team is often called upon to 
determine the damage after an attack has taken 
place or to assess the security implications of 
mishandled data. Parent says it can take about a 
year for most organizations to detect a security 
incident, by which time “it is really too late. The 
horses have left the barn and the intellectual 
property is out the door”. In today’s target-rich 
cyber threat landscape, organizations need 
to make cyber security a priority and up their 
incident response game plan. 

Armed with the latest Intel® Core™ i7 processor 
technology, C3SA security experts can quickly 
wade through volumes of enterprise data to 
ascertain the scale of a breach, identity potential 
security threats and provide detailed expertise 
on the best ways to respond and recover from 
cyber incidents.

“Really high performing hardware with accurately 
tuned and confi gured software speeds up our 
time to process data,” says Parent. “In order 
to crunch big data sets and come up with 
actionable security intelligence that gives our 
customers a course of action to most-eff ectively 
address the majority of their issues, we need 
tools to realize our own operational effi  ciencies 
and be more competitive.”

Parent says the increased processing speed of 
the latest generation of the Intel® Core® family of 
processors allows them to save time conducting 

customer security assessments including reviews 
of the system architecture, operational issues, 
stress or penetration testing and a review of 
the customers’ unique threat landscape. He 
estimates they can now process some of their 
larger data sets as much as 30% faster than they 
could fi ve years ago.

“What used to take us two to three weeks to fi nd 
things, now takes us a couple of days, because 
of the faster processing speeds and optimized 
algorithms we deploy,” says Parent, noting the 
ability to respond faster has allowed them to 
double their customer base compared to a 
year ago. And, by innovating in the delivery of 
cyber security services and incident response 
workfl ows, C3SA can provide the same solutions 
as larger competitors for up to 30% less.

C3SA refreshes its hardware as new Apple and 
Dell models come available. “Rapid refresh is 
very important because we are out in the fi eld 
every day pushing our hardware to the limits. 
We need to realize every operational effi  ciency, 
process data quicker and give our customers 
answers in the heat of the moment with pin-
point accuracy. When there’s a compliance 
issue or a real cyber threat we need to be 
able to provide that customer with actionable 
intelligence immediately on the spot.”

When reviewing forensic data for criminal or 
unacceptable use cases, Parent says they have 
reduced the time it takes to analyze incidents 
from weeks of work in the fi eld, down to two or 
three days.

“We are often looking for a needle in a haystack 
which puts more of a demand on the processor,” 
he says. 

C3SA also uses its laptops to run client networks 
through their paces looking for vulnerabilities, 
compliance issues and other misconfi gurations 
that could adversely impact cyber security and 
resilience.

“We use high-performance laptops in the fi eld 
to perform a wide-variety of tasks including, 
collecting forensic evidence, analyzing intrusions 
and malware, fi ring tons of tests at an IT 
infrastructure to simulate denial-of-service 
attacks and evaluating the resilience of internal 
and cloud services to penetration tests. We need 
lots of CPU horsepower to simulate the kinds of 
attacks an organization would see from external 
cyber threats, rogue insiders and malware,” says 
Parent, who equips his team laptops featuring 
6th Generation Intel® Core™ i7 processor 
technology.

“We can run a vulnerability scan of the entire 
network in a single day,” says Parent, noting 
it might have taken two to three days in the 
past.  And, Parent needs to know the laptops 
will be able to handle the processing loads they 
are running. “If the hardware dies when we are 



running a test, we have to start over which is not 
only inconvenient for our customers, it costs the 
team valuable time and resources.”

Easing Security & Analytics 

To provide on-going monitoring and real-
time protection, C3SA deploys its CyberVisor* 
managed security solution, which includes on-site 
sensors and next generation pfSense* fi rewall 
powered by the Intel® Xeon® processor D-1540, 
and supported by its 24/7 Security Operations 
Centre.

“CyberVisor* allows us to test and monitor 
stimulus response to cyber-attacks and how the 
customer’s IT infrastructure responds in-kind,” 
Parent says, explaining security sensors and 
pfSense* fi rewalls deployed on site, coupled with 
the security monitoring and analytics conducted 
at C3SA’s 24/7 Security Operations Centre 
combine to create a complete managed security 
services platform.

Parent says since pfSense* next generation 
fi rewalls detect and prevent the latest malware 
and network intrusions in real time, C3SA 
depends on the processing power and reliability 
of Intel® Xeon® D series processors to “handle 
ever-increasing data capacity, could scale up 
easily and they could process and assess large 
amounts of data very quickly without impacting 
performance.”

With the increasing size of corporate databases 
even at smaller companies, C3SA has needed 
to boost the processing power of its sensors 
and fi rewalls to handle the increased volumes 
of transactional data without slowing their 
customers’ networks.

Protected from Growth Pains

On the managed security services side, C3SA’s 
CyberVisor* delivers an all-in-one solution 
covering the full spectrum of prevention, 
detection, response and recovery 24 hours 
a day, 365 days a year. Instead of cutting 
services to reduce costs, C3SA sees automation 
and investing in the best possible hardware 
as critical elements allowing them to off er 
customers a full and comprehensive suite of 
cyber security and incident response services at 
an aff ordable cost.

“Our goal is to provide enterprise-class security 
to SMB and NPO customers at a price-point 
they can aff ord. We couldn’t do that without 
our experience and expertise, supported by 
up-to-date hardware, which is integral to our 
capability to deliver leading cyber security and 
incident response solutions.”

C3SA’s managed security services are 
supported by Dell servers featuring the Intel® 
Xeon® processor E3-1245 v3 to allow scalable 
growth, and processing power to quickly 
analyze and report back on large customer 
datasets.

“We have grown 300% in the last year and we’re 
expecting to see that growth curve continue as 
we venture outside of North America into the 
global marketplace. Our hardware needs to be 
able to scale with our business and to handle 
increasing loads without impacting customer 
performance,” says Parent.

Spotlight on C3SA Cyber Security Audit Corporation
Established in 2005, Canada’s C3SA Cyber Security Audit Corporation, through its ongoing security 
research and development and supported by its managed security services platform, CyberVisor*, 
is an innovator in today’s cyber risk and compliance market. C3SA delivers security and incident 
response workfl ows that prevent, detect, respond and help customers recover from cyber threats 
and incidents 24/7, 365 days a year.
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Find the solution that’s right for your organization. View success stories from your peers, 
learn more about tablets for business and check out the IT Center, Intel’s resource for 
the IT Industry, and learn more about Intel-based solutions at intel.ca/smallbusiness.

Technology:

Intel® Xeon® Processor E3-1275 v3
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