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+ 4.2 Redfish?
o WEFREE - www.dmtf.org/standards/redfish

« DMTF SPMF (AT R EREEILIE) RMHEAME., &
o, BB, AEH. ER0EMESAREENLE

BT RESTfuliZzA BB Z X iEARSE:
« EFMKETERSEHTTPS, JSON, OData)fgiE

& PRifi Python® {53

rawData = urllib.urlopen(‘https://192.168.0.1/redfish/v1/Systems/1’)

jsonData = json.loads(rawData)
print( jsonData[ ‘SerialNumber’] ) e IS

Stk
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Redfish &R E
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Root
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— Collection of Chassis
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Singleton

[redfish/v1/Systems/<id>

- Collection of Systems =~ — Server System Processors
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with UEFI Network Deployment

UEFI network
stack
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HPE UEFI Pre-Boot Ul UEFI Shell
startup

script
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Tools &
Scripts
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HPE" Redfish3E#l: UEFIZZRz]

4 N\
GET @
[redfish/v1/systems/1/secureboot .
"Name™: "SecureBoot”™,
"ResetAllKeys™: false,
® ;:FE/;,—%—EFH U EFI?@E E}J ‘ "ResetToDefaultKeys": false,
° E%ﬁﬁﬁUEFli@E E}J*ﬁ;&ﬂ’\JUEFl "SecureBootCurrentstate”: false,
Q% "SecureBootEnable”: false,
- BEFEEY (BEEIREE) TP Thpsecuresaot.o.. 5
. J
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HPE" Redfish3g#l: UEFI BIOS HIl Fi &

GET @
[redfish/v1/systems/1/bios

- AIEFEUEFI BIOSKHIERES mmp
iER(BR/E)

« Hll meta-dataid RERB T
AR

- BURW/EREHRRERIEEM

X meta-data

"AdminMame®: ™"

"AdminOtherInfo™: ™"

"AdminPassword”: null,

"AdminPhone"”: "5555555",
"AdvancedMemProtection”™: "AdvancedEcc”,
"AsrStatus”: "Enabled”,

"AsrTimeoutMinutes™: "18",

"AssetTagProtection™: "Unlocked”,
“AttributeRegistr "HpBiosAttributeRegistryP89.1.08.48",

"AutoPowerOn™: "RestorelLastState”,
"BootMode"™: "Usfi”,

IDF
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HPE* Redfish3&#l: UEFI BIOS HIl fig &

GET @ /redfish/v1/registries/HpBiosAttributeRegistryP89.1.0.40

"AttributeName": "BootMode",

"DisplayName": "Boot Mode",

"HelpText": "Use this option to select the boot mode of the system. Se
"WarningText": "Boot Mode changes require a system reboot in order to
"ReadOnly": false,

"GrayQut": false,

"Type™: "Enumeration”,

"MenuPath": "./BootOptions",

"DisplayOrder": 81,

"CurrentValue": null,

"Walue": [
{
"ValueMame": "Uefi”,
"ValueDisplayMame": "UEFI Mode"
})
{

"ValueName": "LegacyBios",

"ValueDisplayhName": "Legacy BIOS Mode"

IDF
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UEFI Shelllg oI A5G4

r

# Create FAT32 RAM Disk
ramdisk -¢c -s 512 -v MYRAMDISK -t F32
FSO:

# Download provisioning OS files from HTTP to RAM Disk
webclient -g http://repo.hpe.com/deploy/efilinux.efi
webclient -g http://repo.hpe.com/deploy/deploy.kernel
webclient -g http://repo.hpe.com/deploy/deploy.ramdisk

# Start provisioning OS
efilinux.efi -f deploy.kernel initrd=deploy.ramdisk

J

K HUEFISZRIDEEM MR EIF A L BISE B
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ul '
L | WIHdDWS ‘ rEdhat FMP Capsule

- OSE*@@CapSUlqugﬁﬁEﬂé& » Routinglnfo R
RGN FR R * | Updated Data |
_ e I (Optional)
) Eﬂtﬂ-ﬂé& AU EFI?%E Ebgﬁ UEFI Firmware Resource Table Upaate UEH
IlEcapsuleR BN 7 5 &R (ESRT) R (O(::cli\cl)enral) )
{ Camera GUID1, Versioninfo }
{ G-Sensor GUID2, Versioninfo } UPDATE

A

. _ { system Fi GUID3,
*E;é*i* v e\Ter;?Lnn‘:’:;: }
- ESRT

- FMPv3 / T \
- FMP capsule &) « P -
Camera G-Sensor System
firmware
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BilixE
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x-UEFI Bie &3E41

r

iSCSIInitiatorName

VFR file

string varid = ISCSI_CONFIG_IFR NVDATA.InitiatorName,
<E¥;;ﬁ§§) = STRING TOKEN(STR ISCSI_CONFIG_INIT NAME),

UNI file

#string STR_ISCSI_CONFIG_INIT NAME
#string STR_ISCSI_CONFIG_INIT NAME

#language en-US "iSCSI Initiator Name"“
#language x-UEFI_"iSCSIInitiatorName"

Script file

IScsiScript -i igqn.edkii.intel.com

—)

IDF

ARRERERES
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- BFEX#EI

http://www.uefi.org/conficnamespa
ce

- A
KeywordHandler.GetData/SetData

 Firmware Vendors -

- MZE4F/R® UEFI FREH (Intel®
UDK) 201 53REXHI I &R FTS= IR

* [HVs -
- EXFEMX-UEFIXHi7

- f£ConfigAccess.RouteConfig
27 PLMETFRBIANEE

OEMs
Application
(e.g. Browser, Management App)
EFI_CONFIG_KEYWORD_HANDLER_PROTOCOL 2

N

Firmware Vendors

[EFI_HII_CONFIG_ROUTING_PROTOCOL] 3

k’

[EFI_HII_CONFIG_ACCESS_PROTOCOL] 4

N

IHVs

[ Device

(e.g.Motherboard, Add-in Card, etc.)
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Boot Service Discovery/

BDS [Display boot option

HTTP_BOOT)

Device
Path

Configuration

HTTP API *
HTTP(5) DNS DHCP
S S
TLS TCP UDpP
IP Stack

UNDI/NI
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Client
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DHCP Server
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DNS Server

DNS: Host name resolution

N
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HTTP(S) Server
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MNP Driver
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SNP Driver
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Manager
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- RMEA /0 &A:

UEFI Console

UEFI TCP/IP
Stack
S

UEFI Bluetooth
Keyboard Driver
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Driver
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UEFI Bluetooth Stack
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b are Engine -
(intel) Intel® Firmware Engine

FRRC B3I

» Network Home
» Flash
» Adapter

NA#ER. SDKUURABINERFEE | o
EXERETH: T

» Chip

intel.com/firmwareengine T

» Display

» Storage

» Input Devices

REFR° B 5|E2.08 kN

SDKIFMR A F2016EMB LG
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Legal Notices and Disclaimers Do not translate

Intel technologies’ features and benefits depend on system configuration and may require enabled hardware, software or service activation. Learn more at intel.com,
or from the OEM or retailer.

No computer system can be absolutely secure.

Tests document performance of components on a particular test, in specific systems. Differences in hardware, software, or configuration will affect actual
performance. Consult other sources of information to evaluate performance as you consider your purchase. For more complete information about performance and
benchmark results, visit http://www.intel.com/performance.

Cost reduction scenarios described are intended as examples of how a given Intel-based product, in the specified circumstances and configurations, may affect future
costs and provide cost savings. Circumstances will vary. Intel does not guarantee any costs or cost reduction.

This document contains information on products, services and/or processes in development. All information provided here is subject to change without notice.
Contact your Intel representative to obtain the latest forecast, schedule, specifications and roadmaps.

Statements in this document that refer to Intel's plans and expectations for the quarter, the year, and the future, are forward-looking statements that involve a
number of risks and uncertainties. A detailed discussion of the factors that could affect Intel’s results and plans is included in Intel’s SEC filings, including the annual
report on Form 10-K.

The products described may contain design defects or errors known as errata which may cause the product to deviate from published specifications. Current
characterized errata are available on request.

No license (express or implied, by estoppel or otherwise) to any intellectual property rights is granted by this document.

Intel does not control or audit third-party benchmark data or the web sites referenced in this document. You should visit the referenced web site and confirm whether
referenced data are accurate.

Intel, and the Intel logo are trademarks of Intel Corporation in the United States and other countries.
*Other names and brands may be claimed as the property of others.

The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc. and any use of such marks by Intel is under license.

© 2016 Intel Corporation. IDF

ARRERERES


http://www.intel.com/performance

45

Risk Factors Do not translate

The above statements and any others in this document that refer to future plans and expectations are forward-looking statements that involve a number of risks
and uncertainties. Words such as "anticipates," "expects," "intends," "goals," "plans," "believes," "seeks," "estimates," "continues," "may," "will," "should," and variations
of such words and similar expressions are intended to identify such forward-looking statements. Statements that refer to or are based on projections, uncertain
events or assumptions also identify forward-looking statements. Many factors could affect Intel's actual results, and variances from Intel's current expectations
regarding such factors could cause actual results to differ materially from those expressed in these forward-looking statements. Intel presently considers the
following to be important factors that could cause actual results to differ materially from the company's expectations. Demand for Intel's products is highly variable
and could differ from expectations due to factors including changes in business and economic conditions; consumer confidence or income levels; the introduction,
availability and market acceptance of Intel's products, products used together with Intel products and competitors' products; competitive and pricing pressures,
including actions taken by competitors; supply constraints and other disruptions affecting customers; changes in customer order patterns including order
cancellations; and changes in the level of inventory at customers. Intel's gross margin percentage could vary significantly from expectations based on capacity
utilization; variations in inventory valuation, including variations related to the timing of qualifying products for sale; changes in revenue levels; segment product
mix; the timing and execution of the manufacturing ramp and associated costs; excess or obsolete inventory; changes in unit costs; defects or disruptions in the
supply of materials or resources; and product manufacturing quality/yields. Variations in gross margin may also be caused by the timing of Intel product
introductions and related expenses, including marketing expenses, and Intel's ability to respond quickly to technological developments and to introduce new
products or incorporate new features into existing products, which may result in restructuring and asset impairment charges. Intel's results could be affected by
adverse economic, social, political and physical/infrastructure conditions in countries where Intel, its customers or its suppliers operate, including military conflict
and other security risks, natural disasters, infrastructure disruptions, health concerns and fluctuations in currency exchange rates. Results may also be affected by
the formal or informal imposition by countries of new or revised export and/or import and doing-business regulations, which could be changed without prior notice.
Intel operates in highly competitive industries and its operations have high costs that are either fixed or difficult to reduce in the short term. The amount, timing and
execution of Intel's stock repurchase program could be affected by changes in Intel's priorities for the use of cash, such as operational spending, capital spending,
acquisitions, and as a result of changes to Intel's cash flows or changes in tax laws. Product defects or errata (deviations from published specifications) may
adversely impact our expenses, revenues and reputation. Intel's results could be affected by litigation or regulatory matters involving intellectual property,
stockholder, consumer, antitrust, disclosure and other issues. An unfavorable ruling could include monetary damages or an injunction prohibiting Intel from
manufacturing or selling one or more products, precluding particular business practices, impacting Intel's ability to design its products, or requiring other remedies
such as compulsory licensing of intellectual property. Intel's results may be affected by the timing of closing of acquisitions, divestitures and other significant
transactions. We completed our acquisition of Altera on December 28, 2015 and risks associated with that acquisition are described in the “Forward Looking
Statements” paragraph of Intel's press release dated June 1, 2015, which risk factors are incorporated by reference herein. A detailed discussion of these and other
factors that could affect Intel's results is included in Intel's SEC filings, including the company's most recent reports on Form 10-Q, Form 10-K and earnings release.

Rev. 1/14/16 IDF
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{EFAHPRESTRY &g E I A B4

(# Login to iLO
hprest login https://clientilo.domain.com -u username -p password

# Configure UEFI network settings (Use Auto and DHCP defaults)
hprest set PreBootNetwork=Auto --selector HpBios.
hprest set Dhcpv4=Enabled

# Configure UEFI Shell startup script from URL

hprest set UefiShellStartup=Enabled

hprest set UefiShellStartuplocation=NetworkLocation

hprest set UefiShellStartupUrl=http://192.168.1.1/deploy/startup.nsh

# Set one-time-boot to Embedded UEFI Shell
hprest set Boot/BootSourceOverrideTarget=UefiShell

# Save and reboot server
hprest commit --reboot=0ON

.

hprest set Boot/BootSourceOverrideEnabled=Once --selector ComputerSystem.

Y.
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