
Q: How have mobility and remote work  
created new challenges for securing  
endpoints? 
IT leaders have had to rethink remote work so 
employees as well as IT staff can be produc-
tive. Legacy IT management techniques have 
become useless as traditional connections 
to wired Ethernet have disappeared. Instead, 
we all now share resources online or in the 
cloud. But working remotely, often from home, 
means sharing network access with teenagers, 
students, and spouses, sometimes neighbors. 
Attackers can take advantage of this new 
paradigm faster than defenders can stop them. 
The regulatory environment has also changed. 
Under privacy laws such as GDPR and CCPA, 
businesses must protect not only data about 
their business but data about their customers, 
including metadata for audits.  

 
 
 
 

Q: Why is hardware-based security  
needed to protect endpoint data?   
Businesses need to detect threats and prevent 
them. But businesses also need to protect 
identities and data, and they need to recover 
quickly. Hackers are used to attacking software, 
and even though we’re spending more money 
on software-based defense, attacks are increas-
ing. Hardware-based security can be transfor-
mative because it works to disrupt hackers. 
Intel’s silicon-enabled AI threat detection helps 
stop ransomware and crypto-mining attacks on 
Windows-based systems.

Q: How does the Intel vPro platform address 
today’s endpoint cybersecurity needs?    
The Intel vPro platform comes with Intel 
Hardware ShieldTM, which provides threat 

detection and prevention capabilities, as  
well as infrastructure for data and application 
protection. Under Intel Hardware Shield, should 
a remote system be attacked, Intel Active 
Management Technology (also part of the  
Intel vPro platform) can wirelessly and remotely 
recover the system to a known state.1 That’s 
important because with the increase in remote 
work, IT administrators might not have physical 
access to a machine that has stopped working. 
Without that capability, a user might have to 
stop working, ship their computer out, and wait 
a week for it to be fixed.

Intel Hardware Shield helps protect both 
the operating system and below the OS. If the 
OS is compromised, we can identify the attack, 
track it, and put the OS on hold. Below the 
OS, Hardware Shield helps keep attackers 
from hacking into the BIOS to gain powerful 
 
 
 
 

 
supervisor privileges. We detect anomalies  
at the hardware level. Even if someone gets 
into the BIOS, they cannot access system 
memory, and we can detect attempts to insert  
a layer between the OS and the hardware.

Q: What should IT leaders know about 
Intel’s Zero Day Initiative (ZDI) and  
Bug Bounty programs?     
Through ZDI, we encourage the reporting  
of zero-day vulnerabilities to affected  
vendors. ZDI works collaboratively with  
these vendors to notify the public of 
vulnerabilities through a joint advisory.  
Intel’s Bug Bounty program invites the  
security research community to work with  
us to mitigate and coordinate the disclosure  
of potential security vulnerabilities. 

1 Intel AMT requires a network connection; must be a known network for WiFi out-of-band management. Learn more at intel.com/11thgenvpro. Results may vary.
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FOR MORE INFORMATION  
Learn more about Intel Hardware 
Shield  here.

The shift to remote work, accelerated by COVID-19, has created new  
endpoint cybersecurity challenges. Yasser Rasheed, Global Director  
for Enterprise Endpoint & Security Products at Intel, explains the  
reason why hardware-level protection is needed. 

“Hardware Shield protects both the operating  
system and below the OS.”

https://www.zerodayinitiative.com/
https://www.intel.com/content/www/us/en/security-center/bug-bounty-program.html
http://intel.com/11thgenvpro
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield.html

